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This document describes the proposed implementation of a mechanism to suspend and resume search and order capabilities on a per provider basis.
Introduction

This operations concept was prepared in response to the trouble ticket 11004665 ‘Allow disabling a provider for search and order by Admin via PUMP’. The trouble ticket states the following,

In an effort to reduce scheduled downtime of ECHO it is desirable to disable a single DAAC from the query and ordering for a short period of time. This time can be used to rebuild/modify indexes, update metadata, migrate table structures, etc. without needing to completely shutdown ECHO. We can approximate this functionality by disabling the provider at the DB level for specific situations. However, this scenario should be fully planned and made accessible via the ECHO API and surfaced as Admin functionality in pump.

Operational Concept

The scenario that this operations concept is tailored towards is one in which the ECHO business schema is available but one or more providers and/or provider schemas are not available (for example due to schema maintenance / migration and more general provider outages and maintenance). 

Currently, this would require the suspension of the entire ECHO system. This operations concept seeks to improve on this situation by only preventing actions that impact on the providers that are unavailable.
Suspending and resuming a provider - ECHO Provider Service

To facilitate this reduced service model we need a means to communicate to ECHO that a particular provider is unavailable and a means to restore that provider’s state to available. 

We refer to an available provider as ‘running’ and a provider that is temporarily unavailable as ‘suspended’. 

We make a running provider unavailable by ‘suspending’ the provider.

We make a suspended provider available by ‘resuming’ the provider.

The provider state (suspended or running) will be stored in the business schema provider table.

The control of a provider’s state is achieved by interacting with the ECHO provider service as an admin user.
SuspendProvider

Invocation of this method with the appropriate privileges (admin) will set the provider as suspended. Invocation of this method against a provider that is already in the suspended state will have no effect.
ResumeProvider

Invocation of this method with the appropriate privileges (admin) will resume the provider. Invocation of this method against a provider that is already in the resumed state will have no effect.

GetProviders

This method will return a list of provider business objects. The Provider business object will be augmented to include a provider state (running or suspended). This method will be augmented to accept an empty list of provider guids. If the list is empty all providers will be returned.
Impact on ECHO Catalog Service

It should not be possible to obtain metadata for catalog items associated with suspended providers. Explicit requests for catalog item metadata should fail. Implicit requests for catalog item metadata should silently skip the parts of a query that refer to a suspended provider (for example the data center clause of a query may refer to one or more suspended providers).
ExecuteQuery

This method will silently ignore data center ids associated with providers that have been suspended. 

GetCatalogItemMetadata

This method will fail if one or more of the catalog items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.  

GetCatalogItemNamesByDatasetId

This method will fail if the supplied provider guid corresponds to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.  
GetQueryResults

This method will silently ignore data center ids associated with providers that have been suspended. 

ResolveMetadataPaths
This method will fail if one or more of the catalog items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.  

Impact on ECHO Order Management Service

It should be possible to obtain information about existing orders associated with suspended providers.

It should not be possible to create new orders containing items that have an association with a provider that is suspended. 

It should not be possible to add order items to existing orders that have an association with a provider that is suspended. 

It should not be possible to promote the state of an order to a state that involves communication with a suspended provider (quote, validate, cancel and submit order).

It should be possible to remove orders and/or order items irrespective of what provider the order items belong to.
AddOrderItems

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
CancelOrder

This method will fail if one or more of the provider orders associated with the order belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
CancelProviderOrder

This method will fail if the provider order belongs to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
CreateAndSubmitOrder

This method will fail if one or more of the provider orders associated with this order belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
CreateOrder

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
GetCatalogItemOrderInformation

This method will fail if one or more of the catalog items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
GetCatalogItemOrderInformation2

This method will fail if one or more of the catalog items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
QuoteOrder

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
SubmitOrder

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
UpdateOrderItems

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
ValidateOrder

This method will fail if one or more of the order items belong to a suspended provider. It will throw an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
Impact on ECHO Data Management Service

The following methods all require provider schema access to be executed. If the provider is suspended an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED is thrown.

AddCatalogItemOptionAssignments

CreateRules

GetCatalogItemOptionAssignmentsByCatalogItem
GetCollectionVisibilityFlags

GetDatasetInformation
GetGranuleVisibilityFlags

GetProviderHoldings


SetVisibilityFlags

UpdateRules

Impact on ECHO Subscription Service

For both create and update subscriptions, the dataset id of the subscription is checked against the schema of the provider associated with a subscription to verify that the dataset exists. If the provider is suspended this update will fail by throwing an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
CreateSubscriptions

UpdateSubscriptions

Impact on ECHO Taxonomy Service

The taxonomy service may attempt to retrieve collection information for one or more suspended providers in the methods listed below. Consequently, these methods may fail with an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
GetRootPath

GetTaxonomyEntries

Impact on ECHO Administration Service

GetAuditReport

If the user is or is acting on behalf of a suspended provider this method will fail with an InvalidStateFault exception with an error code of PROVIDER_SUSPENDED.
External Impact

Providers

Providers would inform operations when their provider requires suspension and when resumption can take place. 
Operations

In the event of an outage of one or more providers, operations, using an admin user, will be able to suspend those providers through the PUMP application. They can later resume that provider through PUMP when the provider outage is over.

During provider suspension operations can expect user queries regarding the absence of data and/or failure to create or augment orders pertaining to that provider based on inventory discovered prior to provider suspension.

Note that implicit dependencies on a suspended provider, such as catalog searches on data centers corresponding to suspended providers, will be silently removed such that the user will not know of any suspensions other than an absence of results for that provider.

Explicit dependencies on a provider such as placing orders against a provider or attempting to submit an order to a provider will result in an explicit error that is reported back to the client. 

Also, such failures will be complete failures, meaning that batch operations will fail in their entirety even if not all of the items requiring processing in a batch relate to a suspended provider.
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Figure 1 : PUMP Suspend and Resume Provider page

To suspend a provider the admin user would click on the ‘SUSPEND’ button. The provider row details would then reflect the provider’s suspended status. To resume that provider the admin user would then click again on the same button which would now be labeled ‘RESUME’. Each click of the button will pop up a warning dialog box asking the user to confirm that they want to complete the operation.
Other Considerations

Provider suspension and the proposed Calendar Event Service.

The Calendar Event Service Operations Concept involves submitting provider events to an ECHO service and allowing clients access to them so they can be displayed. A provider suspension is a good example of a provider event. The ‘suspend’ and ‘resume’ methods on the provider service API could not only perform the action but also register an event with the Calendar Service describing it. Note that the Calendar Service is not implemented as yet and this would not be in the current scope of this operations concept. Rather it is a suggested future feature for when the Calendar Service is implemented.
Queuing orders for suspended providers.

As an alternative to the simple failing of submit/cancel/quote order operations associated with suspended providers it may be better to immediately move the order to the retry queue. It should be noted that the chance of such cases occurring is small. To do this we would need some idea of when the provider would be resumed and schedule the processing accordingly. Estimated provider resumption time could be part of the SuspendProvider interface. 

Note that we would not be able to validate orders that contain elements associated with a suspended provider since validation involves interrogation of the provider schema to ensure all catalog items exist and are orderable.
Prevent user login while acting on behalf of a suspended provider

The authentication service allows a user with sufficient credentials to login to ECHO on behalf of a provider.  Should we allow users to login on behalf of a suspended provider?

There are a number of useful operations that can be carried out with a provider context set within PUMP that do not depend on the provider schema. 

It could be useful to present a ‘read only’ view of the provider from PUMP for suspended providers.
Active queries and orders during provider suspension

How do we deal with these active operations when ECHO is shut down? Should we adopt a similar policy?
Silent failure on searches of suspended data centers

Should we skip these and carry on with our query, fail completely or report partial success with the query results from the running providers.
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